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INTRODUCTION
This form should be completed by those wishing to access the Geographic Data Service’s (GeoDS) secure data collections and for those who wish to access both secure and safeguarded data for the same project. You should consult the GeoDS User Guide  before completing the form. A GeoDS data scientist will be assigned to you who can provide support in the application process.
Once submitted your proposal will be forwarded to the GeoDS Research Approvals Group (RAG) for independent assessment. Projects will be assessed based on the criteria listed in Appendix 1. Please note this process generally takes 6-8 weeks. 
Approval to access data will not be granted without evidence that the applicant has acquired ethical approval for the research through their institution, or supplied evidence that this is not applicable. For non-academic projects, where there is no approval process in place, the GeoDS will assist the applicant in acquiring this. 
PART A. PROJECT DETAILS
1. Contact Details
1.1 Lead Applicant’s Name: Click here to enter text.
Department and Institution (please note we need to disclose institution names to our funder and they may publish these, e.g. online): Click here to enter text.
Institution’s Address: Click here to enter text.
Email: Click here to enter text.
Phone: Click here to enter text.
1.2 GeoDS Project Number (check your email): Click here to enter text.
1.3 Title of Project (please note we need to disclose project titles to our funder and they may publish these, e.g. online):

2. Project Proposal Details
2.1. Abstract. Appropriate for a general audience. This may be used by the GeoDS for reporting and publicity purposes as well as selecting RAG academic reviewers (max 150 words).

2.2. Project description. A detailed description of the project, documenting the motivation, scope and aims of the intended research as well as the methods you will use in the proposed research. Please indicate whether you currently possess expertise in these methods, or whether the methodological expertise will be provided by a member of your research team (max 1500 words). 
Click here to enter text.
2.3. Research Category:
2.3.1. What sector do you work in?
Academic: Staff ☐, PhD Student ☐, Masters Student ☐, Undergraduate Student ☐  
Commercial ☐
Government: Local ☐, Central/National ☐
Schools ☐
Public Sector ☐
Third Sector ☐
Other ☐ (please specify): 
 
2.3.2. Is your project funded, commissioned or sponsored by a funding body or any other organisation?  Yes  ☐    No   ☐    Funding application in progress   ☐     
Please include the name, postal and web address of your current or prospective funder, and your grant/project reference number (if applicable).
 Click here to enter text.

2.4. Project Impact. Please describe the anticipated scientific and societal benefits of the project and the ways in which you intend to maximise those benefits (max 500 words).

Click here to enter text.

2.5. End Users. Who are the main end users of this research (academic research, central government, consultancy, industry, local government, NHS, public sector, third sector? List all that are applicable.)

Click here to enter text.

2.6. Outputs and Publications. What are the intended outputs or publications arising from the use of these data? (For example, journal articles, PhD thesis, report for government department, policy documents for a local authority, White Papers, new software or other tools, etc.) 

Click here to enter text.

2.7. Research Team
Please list the names, affiliation and email addresses of all known members of your research team and all co-authors on any publication/presentation who will make use of the GeoDS data. If you are a student please include your academic supervisor.
Applicants seeking access to controlled GeoDS data are required to have safe researcher training, as offered by the Administrative Data Research Network (ADRN), HM Revenue and Customs (HMRC), Office of National Statistics (ONS) or the UK Data Service (UKDS) and maintain their accreditation throughout the period of access. If you have not previously completed such training, GeoDS will help you to access a course. Please state whether you are currently accredited.
Please attach the lead applicant’s CV.


Research Team (add more rows if required)
	Title, Name
	Department / Institution
	Institutional email address
	Have they completed a safe researcher training course? If yes, please specify course and date of completion.
	Will they be accessing or viewing the data? Y/N

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





PART B. DATA REQUEST
1.1. Data Required. Please provide the following information for each dataset requested.  If a variable required is not currently held by GeoDS then a Data Case for Support[footnoteRef:1] may be submitted.  Please add more lines if required. [1:  If data not currently available please contact info@geods.ac.uk for a GeoDS Data Case for Support form.] 


	Dataset Full Name (some of our datasets have very similar names so please list it in full)
	Secure or Safeguarded?
	Access to Full Dataset requested or specific variables?* 
	Geographic Extent* (e.g. London or All)
	Temporal Extent* (e.g. 2015 or All)

	

	
	
	
	

	

	
	
	
	

	

	
	
	
	

	

	
	
	
	

	

	
	
	
	

	

	
	
	
	

	

	
	
	
	



2. 

* We may able to slice/dice certain datasets, particularly temporally but please be aware you may still be delivered the full dataset.



[image: A logo with blue text

AI-generated content may be incorrect.]


For office use: Ref 
1.2. Justification Why do you need access to this data and how will it be used in your project? Briefly explain why access to the proposed controlled/safeguarded data is needed for your research and why less detailed or disclosive versions of the data sources are not sufficient for your purposes. Please provide, in the case of secure data, a description of the data outputs you will want to take from the secure lab, what they will be used for and why they are safe. Please note that outputs should be ‘finished outputs’ (see Appendix 3). An example of such an output is given below. 
	LSOA11CD
	No. Customers
	No. Male
	No. Female
	Average Basket Spend
	Total Basket Spend 2016
	Average Income

	E01000054
	30
	15
	15
	23
	70000
	32000

	E01000055
	***
	***
	***
	8
	32000
	27000

	E01000056
	12
	###
	###
	2
	10000
	18000



*** - any count with a value less than 10 should be supressed
### - any paired variable where the counts of less than 10 could be revealed should all be supressed
Click here to enter text.



2. Data Linkage
2.1. Data Linkage. If your project will be linking more than one data source, describe which data sources will be linked and how the linkage will be done, including any specific variables that need to be linked (if known). If any of the data to be linked has identifying information as defined in the Data Protection Act 1998 or General Data Protection Regulations please provide details and if you are bringing this data with you please provide brief details of the data, source, method of collection and information about consent required to link (e.g. Data Owner or Controller’s name, any documentation available or previous contact; if consent has already been achieved). Please note that no project that has the potential to re-identify individuals through data linkage will be approved.
Click here to enter text.



PART C: ACCESS REQUIREMENTS
This section considers resource requirements. Once a project is approved and the secure facility site allocated you will be sent a site specific user guide detailing lab facilities and conditions. A summary of these can be found in Appendix 2.
1. Duration of Access
Progress of a GeoDS project will be affected by the amount of time taken to secure access to datasets; you may need to be flexible with your research timetable. In order to help us assess the likelihood of your project being feasible please provide information about the following:
· Preferred project start date[footnoteRef:2]:  Click here to enter a date. [2:  RAG review process generally takes 6-8 weeks.] 

· Estimated duration of the project (remember to factor in time for peer review): 
Click here to enter text. 
· Expected time you will spend on data analysis (in no. of days):
Click here to enter text.
· Any known publication or other deadlines you are looking to meet:
Click here to enter text.

2. Access to Secure Service
2.1 Secure Facility Site. Please specify which GeoDS secure lab you would prefer to undertake your data analysis. While we will attempt to facilitate your requests, we cannot guarantee that data will be made available at your preferred site.
Onsite at UCL JDI Secure Lab ☐      Trusted Research Environment/Data Safe Haven  ☐
2.2. Software. Please specify if you have any software requirements not already provided by GeoDS. A list of available software can be found in Appendix 2.  
Click here to enter text.
Do you have a licence for this software?  	
Yes  ☐      No  ☐
2.3. Commercial Software licence. Would you require a commercial licence for any GeoDS owned software? If yes, please note you will be required to purchase this licence. 
Yes  ☐      No  ☐
2.4. Hardware Configuration. If you think you will require significant computing power please specify your specific hardware configuration requirements here. Examples of a typical hardware requirement: 50GB storage, with 8GB of RAM and 4 processors (or quad-core).
Click here to enter text.

3. Data Security Requirements for Data Being Brought to Centre
If you are bringing in external data, please be aware of the data security requirements stipulated by the licensor and list below. Please specify any specialist data security requirements that are required from GeoDS for the duration of the project. Please note that these requirements may be stipulated in the licence terms and conditions of the original data. 
Click here to enter text.

4. Technical Support Requirements
4.1. Please specify if you will have substantial storage requirements for any additional data that you would be importing into the secure lab.
Click here to enter text.
4.2. Please specify any specialist support you anticipate requiring for the duration of the project. For example: training, support with data cleaning, GIS / mapping support. Please be as detailed as possible. 
Please note: The GeoDS has very limited support services available. We may need to discuss your requirements in more detail with you before we forward your application to the RAG along with our own assessment of the feasibility of your project in light of current resourcing. In some cases where your support exceeds GeoDS resource capabilities, the RAG may return your application requesting you re-submit with support requirements factored into your own project’s resourcing. Projects which receive approval from the RAG will do so on the basis of the support requirements initially agreed. If additional support requirements emerge during the lifetime of the project, additional permission will be required from the RAG, which will necessarily impact the timeline of the project even if approved.
Click here to enter text.

5. Ethical Approval
5.1. Have you sought or are you seeking ethical approval from an institutional ethical approvals panel or any other appropriate body?
Yes  ☐      No  ☐	
5.1.1. If Yes, please provide evidence of the status of the application or the outcome of the ruling issued. Please list what evidence you are enclosing below and return it as a separate attachment in PDF format when you return this application form. Feel free to add any comments below.
Click here to enter text.
5.1.2. If No, please bring this to the attention of GeoDS as soon as possible so that routes for ethical approval may be discussed. 
 
Click here to enter text.

5.2. If you believe that ethical approval is not required for your research, please provide justification for this below.
Click here to enter text.

6. Supporting Documentation
Please select which of the following supporting documentation are included with application:
☐  Lead applicant CV (required)
☐  Data Case for Support form (if applicable)
☐  Extra data (if applicable)


PART D: DECLARATION
By completing this declaration I hereby declare that the information included in this application form is true and correct to the best of my knowledge. I understand that any false or misleading information given by me in connection with my application may result in termination of the application process and/or other sanctions.
I also agree that I will be the single point of contact for progress updates and communication regarding the progress of the application. 
I agree for my personal information to be used for the purposes of processing this application in accordance with the relevant data laws of the UK.
☐  I understand that forwarding this form by email constitutes an electronic signature.
☐  I understand that final approval for this project may require the additional submission of project approval forms.
Name: Click here to enter text.
Date: Click here to enter a date.

Please return this form to info@geods.ac.uk. Please keep it as a Word DOCX rather than converting it to PDF. 


APPENDIX 1: RAG CRITERIA FOR ASSESSMENT
The role of the RAG is to provide independent and transparent assessments of applications by researchers for access to data through both the GeoDS Safeguarded and GeoDS Secure services based on a set of standard evaluation criteria. RAG is independent to GeoDS and will include representation from the academic, big data, industrial sectors as well as the data partners concerned.  For full Terms of Reference and membership see our Research Approval Guidelines document at https://service.geods.ac.uk/research_approvals_guide.pdf.
Criteria for Approval
· Scientific advancement – how the project has the potential to advance scientific knowledge, understanding and/or methods using smart data;
· Public good – how the project has the potential to provide insight and/or solutions that could benefit society;
· Privacy and ethics – the potential privacy impacts or risks, and wider ethical considerations relating to the project
· Project Design and Methods – how the project will be conducted and who will be involved with a focus on demonstrating project feasibility.
· Cost and resources issues – what impact the project is likely to have on GeoDS resources, including GeoDS staff time and use of infrastructure, as well as any data acquisition costs. Resource requirements should be justified.

APPENDIX 2: GEODS SECURE DATA SERVICES & TOOLS AVAILABLE
UCL Data Safe Haven
The DSH is a TRE that is certified to the ISO 27001 information security standard and complies with the principles contained in the NHS Digital Data Security & Protection (DSP) Toolkit, and can be configured to comply with other security protocols if required by your data provider. 
The DSH has a number of features and tools to facilitate data analysis and research software development: 
· Windows virtual machines with RStudio, Jupyter and Stata installed
· An HPC cluster, similar to Myriad, running on Linux with R and Python, and GPU capabilities available 
· Python development environments with package installation from PyPI and Anaconda (via Artifactory)
· R development environment with package installation from CRAN (via Artifactory)
· Database options including MySQL and PostgreSQL with PostGIS available for geospatial analysis
· Gitlab for software version control
UCL ARC Trusted Research Environment (TRE)
The ARC Trusted Research Environment (TRE) is a trusted computing environment to host and process data. This is the environment that provides the “safe setting” for researchers to use.
Assurance is delivered through an ISO 27001 standard certification, covering the technical environments, the business processes used to access and support them, and the data held within the environments. The requirements of the controls implemented through the standard are based on the NHS DSP (Data Security and Protection toolkit) and the UK Data Service 5 safes framework.
The environment allows projects to use their choice of tools and internal governance, without changes in one project affecting another. However, use of standard tools is encouraged where appropriate.
The environment encourages good software practices in research, including e.g. automation of environment configuration and version control of data analysis code.
UCL JDI Research Lab
The GeoDS have access to the Department of Security and Crime Science Jill Dando Institute Research Lab (JDI Research Lab) - a high-security computer facility where research using highly confidential data is undertaken. The JDI Research Lab hosts datasets on behalf of GeoDS, providing access to these data for GeoDS researchers, via workstations in a secure work area.  To enter this secure work area users must attain clearance to meet the HMG Baseline Personnel Security Standard (BPSS). 
The facility comprises a swipe card controlled windowless but air conditioned lab with workstations with twin 27” screens. These all run a virtualised windows operating system with each terminal providing the following software:
· ArcGIS
· CrimeStat
· MATLAB
· Office
· GeoDa
· MinGW
· NetLogo
· Notepad ++
· R
· Sophos
· QGIS
· Psycopg
· Python
· Enthought Canopy
· SQL 2014 Enterprise


APPENDIX 3: STATISTICAL DISCLOSURE CONTROL - OUTPUT REQUIREMENTS
Outputs
Outputs requested should be ‘finished outputs’ i.e. the finished statistical analyses that you intend to present to the public. If requiring intermediate outputs for a particular reason e.g. to present initial findings then these may be considered if clearly presented and clearly explained. All outputs must be easy to read and interpret and how they are to be used explained.
Non-Disclosive Data 
Taken from GSS/GSR Disclosure Control Guidance for Tables Produced from Surveys, October 2014
Social Surveys
	· For the majority of surveys, outputs should be for large geographical areas, e.g. Country or Government Office Region, or in some cases Local Authority District (or equivalent). The level of geography should reflect survey design.
· Suppress or combine unsafe cells, i.e. where there are one or two units contributing to the cell.
· Where the sample size of a total or sub-total is one or two, suppress the whole row or column to which the total refers, including any zero cells (or combine neighbouring categories).
· In unweighted tables, cell suppression does not provide sufficient protection.  Unsafe cells should only be combined with other cells.
· If unweighted sample base numbers are essential they should be conventionally rounded to base 10.
· Percentages may be released, provided it is not possible to deduce where only one or two units have contributed to the cell.
· Units may be individuals, families or households, communal establishments or any other unit whose confidentiality should be protected.  



Subsamples
	· For the majority of surveys, outputs should be for large geographical areas, e.g. regions, or in some cases Local Authority District (or equivalent). The level of geography should reflect survey design.
· Table design should be used to remove all unsafe cells, i.e. where there is one unit contributing to a cell. Variable categories should be combined or variables removed until only safe cells remain.
· Percentages may be released, provided it is not possible to deduce where only one unit has contributed to the cell.
· Units may be individuals, families or households or any other unit whose confidentiality should be protected.  



Business Surveys: Magnitude tables 
· A cell meeting both the following criteria is safe (otherwise the cell is unsafe):
· there must be at least n enterprise groups in a cell (threshold rule)
· the total of the cell minus the largest m reporting unit(s) must be greater than or equal to p% of the value of the largest reporting unit (p% rule)
Note that the values of the p% and minimum threshold parameter n and m should remain confidential, since knowledge of these values reduces the protection. The choice of p, n and m would usually be decided by the Responsible Statistician. Typical examples would be 2,3,4,5 (for n), and 2,3 (for m) and 5% 10% ,15%, 20% (for p).
· Table design should be used first to reduce the number of unsafe cells in a table where this is consistent with the main uses of the data. 
· Cell suppression is the standard method used to protect tables with unsafe cells. The unsafe cells are suppressed, known as primary suppressions. Other cells must be suppressed to prevent the values of the unsafe cells being calculated by subtraction from the marginal totals of the table. These are known as secondary suppressions.  
· Cell suppression does not generally provide protection from disclosure by differencing. Tables should be published using fixed categories to avoid disclosure by differencing. For example the same geographies and SIC codes should always be used. 

Business Surveys: Count data
· Tables of count data are to be protected by redesign of the table to protect sensitive cells. If further protection is required other techniques such as controlled rounding to base 5 should be considered.
· Percentages or rates must be derived from rounded values.
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